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The power of quantum computing

Classical bit Quantum bit (qubit)

A quantum computer with 50 qubits can process 2°° = 1.125.899.906.842.624 states simultaneously
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Quantum technologies are getting much attention
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Billions of Euros are being invested in a global quantum race
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Quantum communication is one of the applications
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Near term market potential for QRNGs and QKD
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Encryption protects sensitive data ...

Encryption works.

Properly implemented strong crypto systems are

one of the few things that you can rely on.

Edward Snowden

i
Freedom of the Press Foundation, Edward-Sna é PF-2014, CC BY 4.0
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... but can be broken by large quantum computers
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Attack scenario: Store now, decrypt later
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The classical key exchange is the weak link

Bob
hAﬁce ﬁ
— | =] AES encryption —la AES encryption | —

Ciphertext

Plaintext T Secret T Secret Plaintext

Session « Diffie- <.Kexexchange | Diffie- N Session
key Hellman Hellman key

y.

AES: Advanced Encryption System
Most popular public-key algorithms
can be broken by a quantum computer
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Quantum-safe key exchange methods

Two lines of defense

Post-quantum cryptography (PQC) Quantum key distribution (QKD)

* Is based on hardened algorithms

Is based on laws of quantum physics

Needs optical fiber or free-space media

Requires access to physical infrastructure

Depends on optical link parameters

*  Works with any communication channel .
« Requires endpoint access on protocol level .
« Is independent of optical link parameters .
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QKD is part of a larger network encryption solution ...

Trusted Trusted

site A Grey or DWDM link site B
AES-encrypted

. data channel(s) Fiber pair .
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Quantum channel
AES: Advanced encryption standard . *Co-propagation option
QKD link with data channels

" 000000000 © 2021 ADVA. All rights reserved. )AD‘.’.A.



The wonderful quantum world | Quantum-safe communication | Quantum key distribution | Towards the Quantum Internet | Conclusions

... and creates dependencies important to understand

Trusted Trusted

site A Grey or DWDM link site B
AES-encrypted

data channel(s) i | Fiber pair
. ; -
Network | : : Network
element A ' In-line amplifier | element B
Key delivery API 1N (optional) |
Management . Trusted node 1..N (optional) ! Adﬂégofal
\ 4 | 1 l r A 4
channel ; I |
KMS : > KMS . 3 > KMS
| 0
Y Auxiliary channel, Y Y : ¥ Y
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Quantum channel! ;
AES: Advanced encryption standard . L *Co-propagation option
KMS: Key management system QKD link with data channels
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Trusted node QKD demo

FSP3000 L1 ENC

Encrypted data using keylD
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Towards the Quantum Internet
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From p2p QKD-links to an EU-wide deployment
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Euro-QCI as stepping stone to the Quantum Internet
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among others

@FutureTechEU #EuroQCl

https://gt.eu//app/uploads/2020/04/Strategic_Research-_Agenda_d_FINAL.pdf

Euro-QCl is planned to be fully operational by 2027
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The Quantum Internet vision

DLS: Stephanie Wehner - Towards a Blueprint for a Quantum Internet

What is a quantum network?

s
‘ '“ End
» Node

\ Switch

Repeater

Repeater

Prepare/Measure Qubits .
Store Qubits Brfdge long
Manipulate Qubits distances
Noisy vs. “Fault tolerant”

https://www.youtube.com/watch?v=ig6TgDChnWI

Enabling worldwide quantum communication via fiber or satellite
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Stages of the Quantum Internet

FUNCTIONALITY "
quantum computing networks

fault-tolerant few qubit networks

quantum memory networks

entanglement distribution networks
« P prepare and measure networks

K
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%» trusted repeater networks

S. Wehner et al., Science 362, eaam9288 (2018). DOI: 10.1126/science.aam9288

Quantum repeaters are necessary for end-to-end Qubit transmission
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Take-away messages

« Quantum communication facilitates secure exchange of quantum information

|t requires an underlying optical fiber or free space infrastructure

* |t needs classical communication for management & control

 Itis an area of early research and requires a multi-disciplinary approach

* Quantum key distribution is the practical, near term application

« Complementing cryptography, it enables quantum-safe encrypted communication

 |tis a stepping stone towards the vision of a future Quantum Internet
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ADVA is the exclusive owner or licensee of the content, material, and information in this presentation. Any reproduction, publication or reprint, in whole or in part, is strictly prohibited.

The information in this presentation may not be accurate, complete or up to date, and is provided without warranties or representations of any kind, either express or implied. ADVA shall not be responsible for and disclaims any liability for any loss or damages, including without limitation,
direct, indirect, incidental, consequential and special damages, alleged to have been caused by or in connection with using and/or relying on the information contained in this presentation.

Copyright © for the entire content of this presentation: ADVA.
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