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QKD is part of a larger network encryption solution …
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… and creates dependencies important to understand
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• Record key rates are not needed. A few kb/s of secure key rate are enough1

• Compatibility with deployed fiber infrastructure is critical (patch panels, amplifier spacings, …)

• QKD link budget is often scarce. 25dB would be good to have

• Separate fiber for QKD is recommended. Bidi-WDM is easier than QKD co-propagation

• Stable, carrier-class operation and low-touch provisioning is (much) needed

• QKD complements PQC2 and needs to be priced accordingly (expect <10k€ per TX/RX pair)

• Standardisation & security certification is required for wider market adoption

• Is there a market for a „QKD dark fiber“ and/or a „quantum key distribution“ service?

1Key refresh every 3Tbit for 2-60 attack success probability (A. Luykx and K. Paterson, 2016)

2Post-quantum cryptography, offering key exchange algorithms resistant to quantum computer attacks

Deployment considerations & lessons learnt
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Post-quantum cryptography (PQC)

With quantum computers network security is at risk

• Is based on hardened algorithms

• Works with any communication channel

• Requires endpoint access on protocol level

• Is independent of optical link parameters

• Is based on laws of quantum physics

• Needs optical fiber or free-space media

• Requires access to physical infrastructure

• Depends on optical link parameters

Quantum key distribution (QKD)

Key exchange is the weak link – options for quantum resistance:
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Simplified setup
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